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BackgroundBackground

 D ev i c e D r i v er D ev el o pm en t i n  E m bed d ed W o r l d  i s d i f f er en t 
i n  th e f o l l o w i n g sen ses:
– N o n -c om m o n  n ew  d ev i c es

• D u e to  n ew l y  d ev e l o p ed  d ev i c es, i t i s q u i t e h ar d  t o  r e-u se ex i st i n g  
d ev i c e d r i v er s

• T i g h t l y  c o u p l ed  w i t h  ap p l i c a t i o n s

– O f t en  m o n o l i t h i c  sy st em  ar c h i t ec t u r e. A p p l i c at i o n  r eq u i r es to  m an ag e 
d ev i c es d i r ec t l y  i n  f i n e-g r a i n .

– O n l y  o n e ap p l i c a t i o n  d om i n an t l y  u ses t h e d ev i c e.

• S i n g l e-u ser , m u l t i -t ask

• I PR  i ssu e

• R eq u i r es easi n ess o f  d ev i c e d r i v er  d ev e l o pm en t

– Sh o r t d ev e l o p m en t c y c l e
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ObjectiveObjective

 I m p l em en t d ev i c e d r i v er s i n  u ser-sp ace
– E asy  to  d ev el o p

– C l o se to  ap p l i c a t i o n s

– k eep s k er n e l  st ab l e 

 E v al u ate k er n el  f eatu r es f o r u ser-l ev el  d ev i c e d r i v er .
– F u n c t i o n al i t y

– Per f o rm an c e

• N PT L

• O (1 ) sc h ed u l e r

• PR E E M PT _R T

– A P I
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Preemption in LinuxPreemption in Linux

 Pr eem p t i o n p o i n t s i n  2.4/2.6 PR E EM PT _N O N E  k er n el
– A t r et u r n  f r o m  i n ter r u p t h an d l i n g

– A t r et u r n  f r o m  sy stem  cal l

– W h en  task  sl eep s v o l u n tar i l y

 A n y  task s i n  k er n el  m od e can n o t b e p r eem p ted!
– T ask s ar e i n te r r u p t ed  o n l y  w h en  h ar d w ar e i n t er r u p t s h ad  o c c u r r ed
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CONFIG_PREEMPT_NONECONFIG_PREEMPT_NONE

 Never preempt tasks in kernel
kerneluserTask A Task B

Interrupt 
disabled 

region

Data wait 
(sleep)

Wakes up
Task B

Interrupt 
handler
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CONFIG_PREEMPT(_DESKTOP)CONFIG_PREEMPT(_DESKTOP)

 The scheduler selects an appropriate task when interrupt 
handler  finished.

kerneluserTask A Task B

Interrupt 
disabled 

region

Data wait
(sleep)

Wakes up 
Task B

Interrupt 
handler



  

CONFIG_PREEMPT_RTCONFIG_PREEMPT_RT

 Distributed by Ingo Molnar and a small group of core 
developers.

 Allows almost all of the kernel to be preempted.
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CONFIG_PREEMPT_RT (contd.)CONFIG_PREEMPT_RT (contd.)

kerneluserTask A Task B

Unnecessary IRQ disables 
are invalidated. 

Data wait
(sleep)

Wakes up 
Task B

Interrupt 
handler
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Features added/modified by Features added/modified by 
PREEMPT_RTPREEMPT_RT

 Pr eem p t i o n i n  c r i t i c al  r eg i o n s

 Pr eem p t i o n i n  i n ter r u p t h an d l er s

 Pr eem p t i o n i n  atom i c (i n ter r u p t-d i sab l ed) o p er at i o n s

 (Pr i o r i t y  i n h er i t an ce o f  sp i n l o c k s an d m u tex es)
– M er g ed  to  th e m ai n l i n e

 M i scel l an eo u s o p t i m i zat i o n s
– C l ean ed  u p  c o d e

– F i x ed  r ac e c o n d i t i o n s an d  l o c k i n g  p r o b l em s 



  

Preemption in critical regionsPreemption in critical regions

 T ask  can b e p r eem p ted ev en i f  i t i s i n  a c r i t i c al  r eg i o n w i th  
h o l d i n g a l o c k .
– sp i n l o c k _ t an d  r w l o c k _ t h av e b een  m o d i f i ed  to  al l o w  p r eem p t i o n  i n  

p r o tec ted  r eg i o n .

– sp i n _ l o c k _ i r q *(), e.g . sp i n _ l o c k _ i r q sav e(), d o es n o t ac t u a l l y  i n h i b i t 
h ar d w ar e i n ter r u p t .

– O r i g i n a l  sp i n l o c k s ar e k ep t u sab l e w i th  r aw _ sp i n l o c k _ t . 



  

Preemption in interrupt handlersPreemption in interrupt handlers

 I n ter r u p t h an d l er s can b e p r eem p ted ;
– I n t er r u p t h an d l er s r u n  i n  p r o c ess co n tex t (r ath er  th an  i n  i n t er r u p t 

c o n tex t)

 Som e i n ter r u p t h an d l er s m ar k ed w i th  I R Q F _N O D E L A Y  
r u n s i n  i n ter r u p t co n tex t
– e.g . C PU  t i m er , F PU , etc .



  

Preemption in atomic operationsPreemption in atomic operations

 T ask s ar e p r eem p ted ev en th ey  r eq u est i n ter r u p t d i sab l i n g .
– l o c al _ i r q _ sav e() d o es n o t ac t u a l l y  i n h i b i t h ar d w ar e i n ter r u p t .

– r aw _ l o c al _ i r q _ sav e/r esto r e() p er f o rm  w i t h  o r i g i n al  b eh av i o r .
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Porting PREEMPT_RT to a new Porting PREEMPT_RT to a new 
architecturearchitecture

 Renesas RTS7751R2D board
– SH7751R(SH-4 architecture)
– Peripherals

• Network (RTL-8139DL)
• Serials (SCIF, SM501 UART)
• USB (provided by SM501)
• 2D graphics  (SM501)
• PCI buses
• CF/PCMCIA slots

 Base software
– Linux-2.6.21-rc5
– patch-2.6.21-rc5-rt12
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How to port PREEMPT_RT to a How to port PREEMPT_RT to a 
new architecturenew architecture

 R ead an d m od i f y  co d es i n  arch/, include/asm-arch, an d 
drivers/
– R en am e sem ap h o r e d ef i n i t i o n s

– M o d i f y  c o n tex t sw i t c h i n g

– D o  r ef ac to r i n g  o f  c r i t i c a l  r eg i o n s

– D o  r ef ac to r i n g  o f  i n ter r u p t h an d l er s 

 O th er ar ch i tec tu r e's im p l em en tat i o n s (A R M , M I PS, 
Pow erPC , an d i 386) ar e g o o d r eso u r ses to  f i n d o u t w h i ch 
co d es sh o u l d  b e m od i f i ed .
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Semaphore definitionsSemaphore definitions

 PR E E M PT _R T  p r o v i d es sp i n l o c k -b ased sem ap h o r es an d 
rw l o c k s f o r th e p r i o r i t y  i n h er i t an ce f eatu r e.

 O r i g i n al  (ar ch i tec tu r e-d ep en d en t) sem ap h o r e an d rw l o c k  
sh o u l d  b e r e-n am ed to com pat_*.

- static inline void down(struct semaphore * sem)
+ static inline void compat_down(struct compat_semaphore * sem)
  {
        might_sleep();
        if (atomic_dec_return(&sem->count) < 0)
-               __down(sem);
+               __compat_down(sem);
  }
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Context SwitchingContext Switching

 O r i g i n al  sch ed u l e() i s r en am ed to __sch ed u l e() an d n ew  
sch ed u l e() i s d ef i n ed .

 A pp en d T I F _N E E D _R E SC H E D _D E L A Y E D  f l ag i n  th r ead 
i n f o rm at i o n f l ag s
– I n d i c a tes 'r esc h ed u l e o n  r etu r n  to  u ser sp ac e'

-        tst    #_TIF_NEED_RESCHED, r0
+        tst    #_TIF_NEED_RESCHED | _TIF_NEED_RESCHED_DELAYED, r0

        .align  2
- 1:    .long   schedule
+ 1:    .long   __schedule
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Critical Regions and Atomic Critical Regions and Atomic 
OperationsOperations

 Review all critical regions and atomic operations to 
make sure that there are no race conditions or locking 
problems.
– Do refactoing the code or replace spinlocks or local_irq_save 

by raw_* if needed

-       local_irq_save(flags);
+       raw_local_irq_save(flags);
        ret = v->counter;
        if (likely(ret == old))
                v->counter = new;
-       local_irq_restore(flags);
+       raw_local_irq_restore(flags);
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Interrupt HandlersInterrupt Handlers

 I R Q F _N O D E L A Y
– T h i s f l ag  i s au tom at i c a l l y  set f o r  th e t i m er  w i th  th e PR E E M PT _R T  

p at c h .

– R ev i ew  o th er  h an d l er s, an d  m ar k  ap p r o p r i at e l y  i f  th ey  n eed  to  r u n  i n  
i n ter r u p t c o n tex t . I n  o u r  w o r k , th er e w as n o  n eed  to  m ar k  
ad d i t i o n a l l y .

-#define IRQF_TIMER             0x00000200
+#define __IRQF_TIMER           0x00000200
 #define IRQF_PERCPU            0x00000400
 #define IRQF_NOBALANCING       0x00000800
+#define IRQF_NODELAY           0x00001000
+#define IRQF_TIMER             (__IRQF_TIMER | IRQF_NODELAY)
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Other ChangesOther Changes

 T h e I n g o 's p atch co n si st s o f  p i eces o f  co d es w h i ch assum es 
th at C O N F I G _G E N E R I C _T I M E  i s set to  'y '.
– T h e p atc h  o v er r i d es th e o r i g i n a l  c o d e, an d  i t r e l i es o n  c o d es th at ar e 

en ab l ed  o n l y  w h en  C O N F I G _G E N E R I C _T I M E  i s set .

• I n  SH , th i s w as t h e c ase.

– F i x ed  th e c o d es to  u se o r i g i n al  c o d es i f  C O N F I G _G E N E R I C _T I M E  
i s n o t set . 

 R ep l aced a sp i n l o c k  d ef i n ed at 8250 ser i al  d r i v er 
– SC I F , w h i c h  i s SH  i n t er n a l  ser i a l  I /O , d r i v er  u ses sp i n l o c k _ i r q _* f o r  

ato m i c an d  m u tu al  ex c l u si o n .

– R ep l ac ed  th e sp i n l o c k  w i th  r aw _ sp i n l o c k .
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Diff from patch-2.6.21-rc5-rt12  for Diff from patch-2.6.21-rc5-rt12  for 
SH platform (1/3)SH platform (1/3)

 arch/sh/kernel/cpu/clock.c                |    2
 arch/sh/kernel/cpu/sh4/sq.c               |    2
 arch/sh/kernel/entry-common.S             |    8 +--
 arch/sh/kernel/irq.c                      |    2
 arch/sh/kernel/process.c                  |    8 ++-
 arch/sh/kernel/semaphore.c                |   14 ++++--
 arch/sh/kernel/sh_ksyms.c                 |    9 +---
 arch/sh/kernel/signal.c                   |    7 +++
 arch/sh/kernel/time.c                     |    2
 arch/sh/kernel/traps.c                    |    2
 arch/sh/mm/cache-sh4.c                    |   12 ++---
 arch/sh/mm/init.c                         |    2
 arch/sh/mm/pg-sh4.c                       |    8 +--
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Diff from patch-2.6.21-rc5-rt12 for Diff from patch-2.6.21-rc5-rt12 for 
SH platform (2/3)SH platform (2/3)

 arch/sh/mm/tlb-flush.c                    |   20 ++++-----
 arch/sh/mm/tlb-sh4.c                      |    4 -
 include/asm-sh/atomic-irq.h               |   24 +++++------
 include/asm-sh/atomic.h                   |    8 +--
 include/asm-sh/bitops.h                   |   24 +++++------
 include/asm-sh/pgalloc.h                  |    2
 include/asm-sh/rwsem.h                    |   46 +++++++++++-----------
 include/asm-sh/semaphore-helper.h         |    8 +--
 include/asm-sh/semaphore.h                |   61 ++++++++++++++++++------------
 include/asm-sh/system.h                   |   12 ++---
 include/asm-sh/thread_info.h              |    2
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Diff from patch-2.6.21-rc5-rt12 for Diff from patch-2.6.21-rc5-rt12 for 
SH platform (3/3)SH platform (3/3)

 include/linux/serial_core.h               |    2
 kernel/hrtimer.c                          |    4 +
 kernel/time.c                             |    4 +
 kernel/time/ntp.c                         |    4 +
 kernel/timer.c                            |    6 ++

 29 files changed, 
178 insertions(+), 131 deletions(-)
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Performance Evaluation: Impact to Performance Evaluation: Impact to 
ULDDULDD

 Pr o p o sed U L D D  f r am ew o r k  at E L C 2006
– h t t p ://w w w .i g e l .c o .j p /f i l e/u l d d 06041 1 c e l f e l c 2006.p d f

 U ser sp ace I /O  d r i v er (U I O )
F r o m : H an s J. K o c h  

T h i s i n ter f ac e al l o w s th e ab i l i t y  t o  w r i t e th e m aj o r i t y  o f  a d r i v er  i n  
u ser sp ac e w i th  o n l y  v er y  sm al l  sh el l  o f  a d r i v er  i n  th e k er n e l  i t se l f . I t 
u ses a c h ar  d ev i c e an d  sy sf s to  i n ter ac t w i t h  a u ser sp ac e p r o c ess to  
p r o c ess i n ter r u p t s an d  c o n t r o l  m em o r y  ac c esses.

(Q u o ted  f r o m  G r eg  K r o ah -H ar tm an 's l o g )

http://www.igel.co.jp/file/uldd060411celfelc2006.pdf
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An Experiment with ULDDAn Experiment with ULDD

 I m p l em en t a SM 501  U A R T  d r i v er w i th  U I O

 M easu r e th e sch ed u l e l aten c y  (w hen k er n el  h an d l er i n v o k es 
u ser h an d l er  )

Linux Kernel

SM501 UART UIO kernel driver

SM501 UART

Terminal 
App

Measure the latency
SM501 UART

ULDD

100KB ASCII text 
through serial

100KB ASCII text 
through serial

100Mbps Ethernet

Ping flooding
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ResultResult

T h e ef f ec t i v en ess o f  PR E EM PT _R T  can b e p ar t i c u l ar l y  
o b ser v ed w hen th e sch ed u l er  p o l i c y  f o r U L D D  i s set to  
SC H E D _F I F O  un d er h i g h sy stem  l o ad .
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ConclusionConclusion

 Po r ted PR E EM PT _R T  f o r R en esas SH -4 ar ch i t ec tu r e:
– M o d i f i ed  som e c o d e i n  ar c h /sh  an d  i n c l u d e/asm -sh

– R ead  co d e o f  r e l a ted  d ev i c es an d  m o d i f i ed  som e c o d e i n  d r i v er s

 I m p l em en ted a u ser-l ev el  d ev i c e d r i v er w i th  U I O :
– I t p er f o rm s w el l  ev en  i t i s l o c ated  i n  u ser  sp ac e.

– PR E E M PT _R T  g i v es a g o o d  ef f ec t o n  u ser -l ev el  d r i v er s.
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F u tu r e W o r kF u tu r e W o r k

 Subm i t th e p atch to  l k m l  an d/o r l i n u x -r t m l  SO O N !

 C atch u p th e l atest v er si o n (2.6.21 -r c6-r t0).

 Sup p o r t o th er Su p erH  b ased p l at f o rm s.
– C PU  ar c h i t ec tu r e f am i l i es; SH -3, SH -4A

– Per i p h er a l  d ev i c es o n  th e o th er  SH  p l at f o rm s
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R ef er en c esR ef er en c es

 PR E E M PT _R T
– p at c h es

• h t t p ://p eo p l e.r ed h a t .c o m /m i n g o /r ea l t i m e-p r eem p t/

– R T  W i k i

• h t t p ://r t .w i k i .k e r n e l .o r g /i n d ex .p h p /M ai n _P ag e

 U I O
– h t t p ://w w w .k r o ah .c o m /l o g /l i n u x /u i o .h tm l

http://people.redhat.com/mingo/realtime-preempt/
http://rt.wiki.kernel.org/index.php/Main_Page
http://www.kroah.com/log/linux/uio.html

